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Introduction

In the last decade, the healthcare industry has experienced an IT revolution. Doctors are emailing 
patients, people are shopping for health insurance online, and patient portals archive health data 
electronically, transforming face-to-face medical visits and empowering patients like never before.

But while there are many benefits to this explosion in healthcare IT—reduced paper work, better 
communication with patients, cuts in unnecessary tests and procedures—there are also major risks.

Healthcare Has a Big Security Problem

The number of information security incidents reported by healthcare providers soared 60% from 2013 to 
20141—almost double the increase seen in other industries. Why? Because medical data—worth 10x more than 
a credit card number on the black market2—is extremely valuable to cybercriminals. 

The risks associated with inbound breaches are well known. And healthcare security teams build strong 
network perimeter defenses to fight those inbound threats. Internal employees are protected, but what 
about customers?

Healthcare companies cannot rely on unassuming customers to spot a fraudulent email; 97% of people around 
the globe3 cannot identify a sophisticated phishing message. And giving up personal information to a fake 
email or spoofed website increased to 12% in 2015, up from 4% in 2012, according to the Ponemon Institute.4

Companies can prevent these fraudulent emails from ever reaching their customer’s inbox in the first place. 
The problem is, they’re not.

In “The Healthcare Guide to Email Fraud,” we will dive into:

Best practices for 
securing outbound email 
and protecting patients

Outbound email as 
a threat vector

Healthcare’s top 
security challenges

Why medical data 
is so valuable

http://returnpath.com
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Longer Lifespan, Greater Value

A stolen credit card is only useful until the victim closes the account. Information contained in medical records has 
a much broader utility and can be used to commit multiple types of fraud or identity theft. In addition, it is really hard 
for people to know when they have been hacked and the data usually doesn’t change, even if it is compromised.5

Health insurance records are especially 
valuable in today’s economy, where 
increasing healthcare costs are driving 
some to seek free medical care 
with stolen credentials.

The Value of Medical Data

“94% of victims learn of [healthcare data] 
compromise via third parties.”

~ Richard Bejtlich, Chief Security Strategist at FireEye   

The street cost for stolen medical 
information is $450 vs. $1 for a stolen 

Social Security number.
Source: RSA

The average payout for a medical 
identify theft is $20,000, compared 

to $2,000 for a regular identify theft. 
Source: RSA

 

Medical data is worth 10x more than a 
credit card number on the black market.

Source: Reuters

$450 vs. $1

$20K vs. $2K

10X

http://returnpath.com
http://www.emc.com/collateral/white-papers/h12105-cybercrime-healthcare-industry-rsa-wp.pdf
http://www.emc.com/collateral/white-papers/h12105-cybercrime-healthcare-industry-rsa-wp.pdf
http://www.reuters.com/article/2014/09/24/us-cybersecurity-hospitals-idUSKCN0HJ21I20140924
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The Value of Medical Data (continued)

Greater Value Means More Attacks

Because medical data is so coveted by criminals, cyber attacks in healthcare are skyrocketing—up 125% since 
20106—and are now the leading cause of data breaches. There have been 1,282 attacks affecting more than 
143.3 million7 individuals since 2009, according to The US Department of Health and Human Services.8

Just this summer, 4.5 million UCLA health records were compromised in a cyber attack and nearly 5.5 million 
US citizens’ personal and medical information were stolen in a breach suffered by Medical Informatics 
Engineering (MIE).

Top 5 Health Data Breaches in 2015, so far

With medical data theft taking more than twice as long to identify9 compared to regular identity theft, 
healthcare companies are struggling to fight back.
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Source: HealthcareInfoSecurity.com

http://returnpath.com
http://www.healthcareinfosecurity.com/2015-health-data-hacks-stunning-stats-a-8452


6The Healthcare Guide to Email Fraud returnpath.com

Cost Pressures

Despite the soaring number of cyber attacks in healthcare, the industry spends very little on cybersecurity. ABI 
Research calculates10 cybersecurity spend for healthcare protection will only reach $10 billion globally by 2020, just 
under 10% of the total spend11 on critical infrastructure security.

But this lack of investment ends up being 
expensive. In 2014, medical identity theft 
increased by nearly 22 percent.12 This amounts 
to an estimated $12 billion annual unbudgeted 
cost to the healthcare industry, further 
compounding existing budgetary pressures. 

Healthcare providers must start to prioritize 
investment in cybersecurity and consumer 
protection. As other industries and verticals 
bolster security capabilities, there is the 
increased risk that cybercriminals will shift their focus to easier and more rewarding targets. 

The rise in data breaches and loss of customer information will lead healthcare organizations to re-evaluate their 
maturity in protecting customers. CISOs should leverage this trend in risk evaluation to raise the need for more 
budget for security solutions that protect the customer, the business’ main revenue source.

Compliance and Regulation

With healthcare data breaches expected to rise, government agencies, such as HIPAA (Health Insurance Portability 
and Accountability Act), are imposing regulations that are broader in reach than ever before.

Healthcare’s Top Security Challenges

“Cybersecurity traditionally has been 
underfunded in the healthcare sector...It’s 
looked at as a large cost center.”

~ Connie Barrera, Director of Information Assurance
     and CISO at Jackson Health System in Miami

“If you boil the jobs down of [IT security professionals] they are ultimately 
tasked with protecting the brand… A customer data breach erodes your 
trust model and that is the worst thing that can happen. If you have a breach, 
research suggests that 60% of your customers will think about moving and 
30% actually do.”

~ Bryan Littlefair, Global CISO, Aviva

http://returnpath.com
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Today’s penalties for data breaches are increasingly onerous: fines are bigger, notification requirements are more 
stringent, and enforcement agencies have new incentives for taking action against organizations that fail to 
protect healthcare data.

In addition, companies must also prepare for potential customer and patient lawsuits as a result of these data 
breaches. For example, in May 2014, the New York-Presbyterian Hospital and Columbia University had to pay a 
settlement of $4.8 million to HIPAA, following the disclosure of the ePHI of 6,800 individuals in September 2010. 

But HIPAA penalties aren’t the only threat to healthcare companies. If data is compromised, according to Aviva’s 
CISO, 60% of customers will think about moving to a different provider and 30% actually will. The requirement to 
publicly notify customers about the data breach means lost trust and tarnished reputations for brands, which 
negatively impacts the business’ bottom line.

Risks Associated with Innovation

Healthcare technology is evolving fast. Innovations like telemedicine, information sharing via smartphones and 
social media, and sensor-based connected devices empower patients like never before.13 Partnerships between 
healthcare providers and an expanding network of care collaborators will offer patients exciting new services 
and products. 

While these developments promise to revolutionize customer-centric care, they also pose serious security risks to 
sensitive medical data, corporate information, and regulatory compliance.

As healthcare providers look to innovate and 
drive improved patient outcomes, CISOs 
must demonstrate how their investments 
in security and customer protection will 
contribute to this end goal. They need to 
show the business ROI of security solutions.

To do it, CISOs must break down silos 
between the Chief Information Officer, Chief 
Medical Officer, and the Compliance Officer 
to help drive innovation while ensuring that 
Patient Health Information (PHI) is protected.

Healthcare’s Top Security Challenges (continued)

“PHI (Personal Health Information) should 
be considered an asset within healthcare 
organizations and afforded as much 
protection as any other asset. As this has 
budget and risk management implications, 
that shift must take place at the executive 
level and in the boardroom.”

~ Dan Berger, CEO of security consulting firm RedSpin

http://returnpath.com
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There’s no doubt that healthcare organizations should continue to build strong defensive controls against 
inbound cyber threats. However, when it comes to outbound email threats, the healthcare industry isn’t doing 
enough to protect their customers, brand reputation, and ultimately, bottom line, from cybercriminals today. This 
needs to change. 

Return Path analyzed 1,192,786 total messages from 40 of the top US healthcare brands, looking specifically at 
email authentication standard implementation for SPF (Sender Policy Framework), DKIM (DomainKeys Identified 
Mail), and DMARC (Domain-based Message Authentication Reporting and Conformance).

The results were troubling: 79% of the messages we analyzed did not have an SPF record published for the 
sending domain. This means that anyone—including fraudsters—can send emails using the sending domains of 
brands without an SPF record. Of those that did have an SPF record, only 21% passed SPF, which indicates that 
brands lack visibility and control over their email authentication and/or emails are being sent from IP addresses 
not authorized by the brand.

Furthermore, only 5 of the 40 brands had 
implemented a DMARC record. This means 
that cybercriminals targeting a healthcare 
brand without a DMARC record can spoof any 
owned sending domain in the “From” field, 
tricking customers into giving up confidential 
personal and health information.

This trend holds true around the globe. Back in 
February 2015, Return Path analyzed over 1,000 
of the world’s largest brands across 31 countries 
to look at DMARC adoption rates by region 
and industry sector. The healthcare industry’s 
DMARC adoption rate was remarkably lagging, 
the lowest of all sectors at 8%.

Phishers often capitalize on the breaking news 
of a massive data breach. Anthem, for instance, 
experienced a flood of phishing scams14 
targeting their customers just hours after they 
publicly announced a massive cyber attack.

Outbound Email as a Threat Vector

Vertical Sample Size DMARC Adoption

51%59Social Media

41%22Logistics

35%62Technology

26%108Travel

22%87Payment Services

21%269Retail/Gaming/
eCommerce

19%16Public Sector

19%273Banking

16%77ISP/Telco

8%76Healthcare 

22%1,049Total

Source: Return Path DMARC Intelligence Report, Feb 2015

http://returnpath.com
http://returnpath.com/research/dmarc-intelligence-report/
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Anthem is a prime example of the importance of defending 
against outbound email threats. Directly after the Anthem hack 
hit mainstream news, 
fraudsters seized the 
opportunity to launch 
phishing scams purporting 
to be from the company 
in an effort to obtain 
sensitive information.

These emails promised 
free credit monitoring 
services, and encouraged 
recipients to click on a 
link offering a free year of 
credit card protection.

 80 million records stolen  
 including:

 Names 

 Social Security Numbers 

 Member IDs  

 Addresses 

 Employment information

Anthem’s Data Breach Spawned Ripple Phishing Effect

Email Authentication Protocols to Know

SPF (Sender Policy Framework) allows brands to specify who is allowed to send email on behalf of their 
domain. Brands list the IP addresses of these authorized senders in a record that email providers like 
Gmail reference when they receive an email. If the IP address sending email on behalf of the brand’s 
sending domain isn’t listed in that SPF record, the message fails SPF authentication.

DKIM (DomainKeys Identified Mail) allows an organization to take responsibility for transmitting a 
message in a way that can be verified by the email provider. This verification is made possible through 
cryptographic authentication within the digital signature of the email.

DMARC (Domain-based Message Authentication Reporting and Conformance) ensures that 
legitimate email is properly authenticating against established DKIM and SPF standards, and that 
fraudulent activity appearing to come from domains under the brand’s control is blocked before ever 
reaching the customer’s inbox.

Outbound Email as a Threat Vector (continued)

http://returnpath.com
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In today’s world, email is the primary channel for healthcare organizations and professionals to communicate 
with clients and patients. It is also the most vulnerable to attacks.

Here are some key best practices to help secure your email channel, and protect your customers and patients 
from abuse.

1. Authenticate Your Email

Implementing DMARC prevents fraudsters from sending emails spoofing your brand using any of the sending 
domains you control. DMARC ensures bad email gets blocked before it even hits the customer’s inbox.

2. Leverage Email Threat Intelligence Resources

Unfortunately, DMARC only addresses 30% of email borne threats. The other 70% spoof your brand using domains 
your company does not own. Traditionally, these attacks have been very difficult to mitigate—brands lacked visibility 
and relied on customers to report abuse.

Now, thanks to email threat intelligence like Return Path’s, it is possible to see all email attacks spoofing your brand, 
and react quickly to shut them down before your customers are compromised.

Email Security Best Practices for Healthcare

Email received by 
mailbox provider

Has DMARC been implemented 
for “header from” domain?

Does email fail
DMARC authentication?

YES

NO

Delete

Apply domain 
owners policy

YES

Send to Junk

NO

NONE

Deliver Report
to Sender

DMARC
Control & Visibility

QUARANTINE

REJECT

Mailbox provider
runs filters

http://returnpath.com
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3. Educate Patients and Customers

The reality is, some attacks are always going 
to get through. The more prepared your 
customers and patients are, the better.

Some tactics include:
• Creating a proactive educational 

website about healthcare fraud, like 
BlueCross BlueShield.15

Email Security Best Practices for Healthcare (continued)

• Including anti-fraud 
language and alerts 
within your legitimate 
mail like NextMD’s 
service.

http://returnpath.com
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• Launching a reactive customer education site in the event of a cyber attack that explains what was stolen 
and other critical customer information, like Premera and CareFirst.

Email Security Best Practices for Healthcare (continued)

http://returnpath.com
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4. Comply with HIPAA’s Privacy and Security Rules

A critical piece to securing email is to follow the HIPAA Privacy and Security Rules, which allow covered healthcare 
providers to communicate electronically as long as they apply reasonable safeguards when doing so.

Patients may initiate electronic communications, but the healthcare provider must make the patient aware of the 
potential risks of using unencrypted email.

Email Security Best Practices for Healthcare (continued)

For more details, refer to the US Department of Health and Human Services.16

For example, healthcare providers may need to take certain precautions including:

Limiting the amount 
or type of information 

disclosed through 
unencrypted email.

Sending an email alert 
to patients for address 
confirmation prior to 
sending the message.

Checking the email 
address for accuracy 

before sending an 
email message.

http://returnpath.com
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Being proactive when it comes to email security will help protect your customers, your brand, and your bottom line. 
There’s no silver bullet solution that will work for all businesses. A tailored, comprehensive approach is the best way 
to arm yourself against cybercriminals hungry to do harm.

A necessary pillar of that solution is working with a partner that can help you implement DMARC and identify attacks 
on your brand in real time. 

Ready to start protecting your patients and customers from email abuse? Download our “Getting Started with 
DMARC” guide.

A Proactive Approach to Email Security

Get Your Copy at:
returnpath.com/research/getting-started-with-dmarc

http://returnpath.com
http://returnpath.com/research/getting-started-with-dmarc/
http://returnpath.com/research/getting-started-with-dmarc/
http://returnpath.com/research/getting-started-with-dmarc
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